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Abstract— This paper presents the design and
implementation of Robust Al-Driven Phishing Detection Tool, a
cutting-edge solution for real-time identification of potentially
harmful URLs. Through a Chrome extension, the system
continuously monitors users' browsing activities, analyzing
URLSs for signs of phishing and issuing immediate pop-up alerts
when suspicious activity is detected. Powered by javascript-
based algorithms trained on extensive datasets, the system's
detection capabilities evolve dynamically to stay ahead of
emerging threats. Furthermore, a centralized data management
system securely stores detection outcomes, facilitating
comprehensive trend analysis and security insights.
Complemented by an intuitive Android app, users gain clear
visualizations of their browsing activity and phishing detection
trends, ensuring robust protection againstonline threats.

Keywords— Phishing Detection, Al Driven, chrome extension,
Mobile Application, Real-time Monitoring.

l. INTRODUCTION

Our solution is an advanced Al-driven phishing detection
system designed to identify potentially harmful URLs inreal-
time. Through a Chrome extension, we continuously monitor
the websites users visit, analyzing their URLs for signs of
phishing. The extension provides immediate pop-up alerts
when it detects suspicious activity, allowing users to quickly
make informed decisions about their online safety. This real -
time monitoring is powered by javascript based algorithms
that learn from vast data sets, ensuring that our detection
capabilities are constantly evolving to stay ahead of emerging
threats. Beyond immediate detection, our solution offers a
centralized data management system where detection
outcomes are stored securely. This database links each record

with the user's ID, prediction result, and timestamp, enabling
comprehensive trend analysis and security insights. To
complement the browser extension, we offer an Android app
that provides users with a clear visualization of their
browsing activity, including graphical representations of
phishing detection trends. Through this combination of real-
time detection, secure data storage, and user-friendly mobile
app integration, our solution provides robust protection
against phishing threats.

l. LITERATURE REVIEW

Various researchers have proposed novel approaches to
combat phishing attacks, a prevalent online deception tactic
causing financial losses and security breaches. Jain, Gupta
et al. (2016) [3] introduced a client-side protection method
using an auto-updated whitelist, addressing limitations of
blacklist-based solutions and visual similarity approaches.
Prakash, Kumar et al. (2010) [4] developed Phish Net,
utilizing heuristics and an approximate matchingalgorithm to
detect phishing URLs in real-time, achieving low false
positive and negative rates. Goel, Jain et al. (2018) [5]
focused on mobile phishing, discussing attack techniques,
defenses, and challenges, providing a taxonomy of attacks
and proposed solutions. Dou, Khalil, Khreishah et al.
(2017) [6] conducted a systematic study of phishing detection
methods, highlighting the diversity in approaches and
evaluation criteria. Sheng, Wardman, Warner et al. (2009)
[7] evaluated phishing blacklists, emphasizing the
importance of heuristics in addition to blacklists for effective
detection. Rao, Pais et al. (2019) [8] introduced a visual
similarity-based approach, outperforming traditional
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methods with high accuracy. Jain, Gupta et al. (2019) [9]
introduced a client-side phishing detection method based on
JavaScript logic, analyzing hyperlink features in website
HTML. Their approach, utilizing 12 groups of specific
hyperlink features, achieved over 98.4% accuracy with
logistic regression, eliminating the need for third-party
services and language-independence for any textual
language.Aahas, Tariff et al. (2023) [10] studied the impact
of cybercrime on e-banking adoption, finding negative
effects due to hacking, identity theft, and phishing. Jain,
Richaraya et al. (2011) [11] proposed a web browser with
phishing detection techniques, demonstrating effectiveness in
detecting phishing attacks. Yue, Wang et al. (2008) [12]
introduced a deceptive bait approach, injecting false
credentials into phishing websites to mitigate attacks. Rajesh
Kumar, Vinod Kumar et al. (2015) [13] presented a method
using Intelligent-Based Classification for phishing detection,
surpassing previous approaches. These diverse strategies
contribute to the ongoing effort to combat phishing and
enhance cybersecurity in an evolving digital landscape.

I1. METHODOLOGY

The project aims to develop an Al-driven tool for real-
time phishing detection, providing immediate alerts to users
while browsing the internet to mitigate the risk of phishing
attacks and safeguard sensitive information. The Chrome
extension employs various features extracted from URLs and
webpage content to detect phishing attempts, utilizing a
prediction algorithm based on weighted features for
classification. Upon detection, users receive pop-up alerts,
and data, including the URL and user ID, is sent to a Node.js
server for storage and further analysis in an Oracle Database.

The server facilitates communication with the Chrome
extension and an Android app, which serves as a mobile
interface for user management and interaction with the
backend server. Communication among the components
involves the exchange of data flows, including phishing
detection results and user information.

Error handling mechanisms are implemented at various
stages to ensure system robustness, addressing potential
issues with phishing detection, backend processing, and
database interactions. Overall, the methodology integrates
phishing detection, backend communication, data handling,
error handling, and Android app integration to provide a
comprehensive solution for detecting phishing risks and
enhancing user safety while collecting data for continuous
analysis and improvement.
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V. USING THE TEMPLATE

The project aims to develop a robust tool for phishing
detection and prevention, with a focus on employing the
Agile methodology for its iterative and collaborative
approach. Agile's flexibility and adaptability will be crucial
in navigating evolving requirements and challenges
effectively. It will foster frequent communication, short
development cycles, and continuous testing to ensure the
project's success.

To manage the project's complexity, well-defined

milestones will be established to guide the implementation
process. These milestones include data collection and
preparation, where a diverse dataset of phishing and
legitimate URLs will be collected, preprocessed, and
cleansed to remove inconsistencies. The Chrome extension
development phase will focus on designing an intuitive user
interface for seamless integration into the browser. The
extension will process URLs in real-time, providing instant
feedback to users while ensuring lightweight design to
minimize resource consumption.
Integration with Kavach - The Shield, will be a critical
component of the project, with meticulous attention to detail.
A robust and secure API will be designed for communication
between the extension and Kavach, facilitating real-time data
synchronization for continuous threat updates.

Regarding the real-time images and GUI, the extension
will prompt users for login upon loading, storing data in the
Oracle server if logged in, and prompting new users for
registration. The Node.js server will assist in appending data
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into the database, where login credentials and phishing
predictions will be stored along with the username and visited
URLs.

Ongoing monitoring and maintenance will be essential for
the tool's continued effectiveness. This includes regular threat
database updates to incorporate new phishing patterns and
malicious URLs, as well as performance monitoring to
address any deviations promptly.

Scalability is integral to the project's design, with cloud-
based infrastructure facilitating seamless scalability as the
user base grows. The project will also be flexible to
accommodate future enhancements, such as additional threat
detection capabilities or support for more platforms.

In conclusion, the project's approach encompasses Agile
methodology, well-defined milestones, robust integration
with Kavach, intuitive user interface design, ongoing
monitoring and maintenance, and scalability for future
enhancements, all aimed at developing an effective phishing
detection and prevention tool.

V. RESULT

As the extension is loaded the first thing it will ask you for
login.you can either login or continue without login. Also for
new users it will ask them to register. After logging, you can
surf through the browser and the extension will do the work
properly. If the user has logged in the Data will be stored in
the Oracle server else it will not be saved. The Node.js Server
helps to append the data into the database. In the database the
login Credentials and the phishing prediction is stored along
with the username and visited URL.

ENTER CREDENTIALS

ENTER CREDENTIALS

Figure 4.1 Login Window
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Figure 4.4 Phishing detected Prediction
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VI. CONCLUSION

The Al-driven phishing detection system in this project
combines a Chrome extension for real-time monitoring, an
Node.js backend for data management, an Oracle Database
for persistent storage, and an Android app for user
interaction, creating a robust and comprehensive framework
to combat phishing threats. The Chrome extension
continuously analyzes URLs using feature extraction
algorithms to detect phishing attempts, alerting users to
potential risks. The Node.js backend serves as a central hub,
processing and storing data in an Oracle Database, and also
supports additional functionalities like Python script
execution. The Android app, designed in Figma and
developed with Android Studio, extends the system's reach to
mobile users, allowing them to manage accounts and access
phishing-related data on the go. Together, these components
forman integrated approach that not only provides real-time
protection but also facilitates secure data storage and multi-
platform user engagement, offering a comprehensive solution
to the growing problem of online phishing threats. Future
scope includes integrating machine learning for adaptive
threat detection and expanding support to additional browsers
and platforms. Incorporating user behavior analysis can
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further enhance detection accuracy by identifying suspicious
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